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Getting the word out regarding CYBERFIT
services is ongoing and it is great to hear

what is working well for members and what improvements can be made. At a recent Biotech workshop,
many participants learned about CYBERFIT offerings for the first time. Conversing with attendees,
NH-ISAC member Suzanne Austin, Senior Manager at AMGEN, found there was much interest in the
shared assessment concept of Third Party Risk Assessment services and in penetration testing
available through upcoming Security Operations Services. Many attendees shared their intent to

participate in benchmarking services as well.

CYBERFIT Shared Risk Assessments At the recent
HIMSS17 conference, Prevalent shared their high-traffic
booth with NH-ISAC staff - adjacent to the new Cyber
Command Center. Conference attendees were dually
informed about Shared Risk Assessments and the
preferential pricing available for our members from this
collaborated effort. Prevalent had a demonstration set up
to show sample vendor questions and were shown how to
get started by going to https://nhisac.org/cyberfit/shared
-risk-assessments/. Prevalent VP Channel Vertical
Sales, Devin Archer, explains that “Customers tell us we
are driving significant cost saving as well as increasing
time to value by leveraging this new approach to
managing Third Party Risk reviews. Since this approach
was designed with Providers and Payers in mind, regard-
less of size or for profit or not for profit status, the ability to
leverage the CYBERFIT vendor network extends to all of
healthcare.”

CYBERFIT Benchmarking

i

REV T

_adhhird-

Prevalent Booth representatives Justin Warren, Jeff
Rowley, Mike Oldenwald and Ilya Labutin and front row
NH-ISAC staff Julia Annaloro and Kimberly Brennan

Members are inquiring about this survey. Here is sample question from each category:

ORGANIZATION How many direct reports does your CIO have?

TOOLS Which role owns the cyber strategy function?

DEMOGRAPHY How many business units account for ~80 % of your business?

SPEND In the same fiscal year, what % of IT spend was spent on ID and access management

OPERATING MODEL What percentage of authorized identities are managed on an ongoing basis?
CYBER STRATEGY For what % of 3rd party relationships do you request and review updated sec info at least annually?

SOC How much did you spend on your SOC in the last fiscal year?

INSIDER/USER ED How frequently do you conduct war games? (e.g. cyber security event simulation)
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COMING SOON

CYBEREFIT Security Operations Services

Our Products and Services Committee has been working diligently to select an organization to bring Security
Operations Services to NH-ISAC members. Michael Towers, VP, CISO at Allergan and NH-ISAC Board member,
describes the selection process for evaluating and selecting potential partners for service delivery: “This involves a
Request for Proposal type approach where proposals are reviewed and assessed across multiple potential
partners, to ensure there’s a strong fit between their capabilities and NH-ISAC requirements.”

The Products and Services Committee will be bringing six Security Operations Services under the CYBERFIT
umbrella: Vulnerability Management, One-Time Vulnerability Scan, Web Application Testing, Malware Analysis,
Penetration Testing and Incident Management Retainer. When asked which of these services he is the most
excited to offer to NH-ISAC members, Towers says he is “personally most excited about the Penetration Testing
service. This is an area many of us across NH-ISAC have done individually with multiple partners and multiple
iterations, and this CYBERFIT service allows (us) to build and deliver a common technique and methodology. It
also allows member organizations to quickly bypass the “selection” process and leverage a partner already vetted
and assessed by NH-ISAC as a trusted service provider.”
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NH-ISAC booth,

Wednesday Night Indiana Jones Grand Finale

To register for the NH-ISAC Spring Summit in Orlando, Florida,
May 8-10, go to https://nhisac.org/.

This year's summit features Keynote Speaker Mark McClellan and
an inaugural Medical Device Track

Special Events include Tuesday night's Beach Volleyball,
complete with Swan Boat races and a competitive obstacle
course. Sign up now for the Wednesday Grand Finale Indiana
Jones dinner event at https://nhisac.org/events/networking-2017-

spring-summit/

Epic Stunt Show and Cairo Dinner: Close the
Summit with this memorable and exciting event
at Hollywood Studios. Be sure to pre-register for
this at
https://
nhisac.org/
events/ -
networking &
-2017-
spring-
summit/

For more information about CYBERFIT services

contact NH-ISAC at cyberfit@nhisac.org or LINKEDIN
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