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What is CYBERFIT?

CYBERFIT is a group of added security services offered by
the NH-ISAC focused on reducing cyber security risks within
the healthcare community.

CYBERFIT provides organizations with affordable access
to shared data and enhanced security services to help them
evaluate their cyber security posture. Services include
access to a unique repository of third party risk assessments,
and provide penetration testing, vulnerability scanning,
perimeter monitoring and incident/malware analysis.

CYBERFIT helps organizations gauge their risk tolerance
among peers and map a path toward managing and

monitoring their internal and third party vendor risk. For more information on CYBERFIT:
https://www.nhisac.org/cyberfit/

SUCCESS STORIES

Have you seen the CYBERFIT Legal & Regulatory Newsletter? NH-ISAC2016 .
Cyber-Top Gun Summit

November 14-16
Vendors become key players in the
Healthcare Security supply chain. We need
to address this additional risk as we grow
the offering for our patients with the

services we provide.

The CYBERFIT Legal & Regulatory Surveillance service provides Please join us to network with the best
news updates and key alerts on legal, policy, and regulatory
changes.

practitioners, who are also your peers in the

Healthcare Securi
Policy and regulatory updates include, but are not limited to,

privacy and security updates for new and proposed legislation and For more information, review Summit

regulations and court decisions. details: https://www.nhisac.org/conference

The Legal & Regulatory Surveillance service is free to NH-ISAC
members and has been effective since July, 2016. For more
information on the newsletter: https://www.nhisac.org/legal-and-

regulatory/
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The CYBERFIT Benchmarking
service provides an assessment
of your cybersecurity strategy,
physical as well as cyber controls,
governance & organizational
processes and standard
operating procedures.

The service will compare your
organization’s information
security maturity to your

peers’.

You can use your assessment
report to drive internal
budgeting, planning and sourcing
of third party tools or talent.

The Benchmarking service is free
to NH-ISAC members and will
fully launch 11/2016.

OCTOBER, 2016

The CYBERFIT Shared Risk

Assessments for 3" Parties service provides

automated evidence collection & risk
assessment designed specifically for the

Healthcare industry to measure third-party

vendors for security and data risk. The
service will include:
e Standardized model for evidence
collection designed to create a baseline

across products, services, & vendors with

industry common criteria for risk
assessment & remediation.

¢ Access to comprehensive vendor
repository evidence is immediately
available to apply to your own risk
assessment processes.

e Standardized CYBERFIT model for
evidence collection designed to create a
baseline across products, services &

vendors with industry common criteria for

risk assessment & remediation.

* Access to comprehensive vendor
repository evidence is immediately
available to apply to your own risk
assessment processes

CYBERFIT Security Operations
services will provide vulnerability
scans, penetration tests, malware
analysis & incident response. The
service will offer
¢ A central point you can call into
during an incident to receive help
over the phone
¢ Pre-negotiated discounted rates
without the need for a pre-
established retainer
* Access to best-in-class tools to
advance your organization’s
cybersecurity

This service will make it easier for you
to obtain tailored services from
trusted vendors and receive
personalized recommendations for
remediation.

NH-ISAC Cyber Top Gun Summit

UPCOMING EVENTS

San Diego, California
November 14-16

NH-ISAC Spring Summit

Spring 2017
Orlando, Florida

May 8-10

To get an update on CYBERFIT, please attend a members meeting.
To see examples of how your company can leverage CYBERFIT services, please visit our CYBERFIT booth.

For more information about CYBERFIT and our

services, go to:
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or
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