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SerVice U pdate: CYBERFIT Shared Risk Assessments

An Interview with Brenda Ferraro, newly appointed
Senior Director of Networks and
Third Party Risk Assessment services at Prevalent.

"How does your relationship with NH-ISAC benefit your approach
to motivating the health sector in the area of Third Party Risk?"

Coming from a former NH-ISAC member organization, | had the opportunity to
build relationships with the members over the years. | am fortunate to
continue as the co-chair of the NH-ISAC Third Party Risk Governance
workgroup, along with Peter Subar from J&J. Together we are leading the
workgroup to bring forward the Third Party Risk Governance Summit (TPRG)
in concordance with the upcoming NH-ISAC Fall Summit and will publish a
white paper to share thought leadership on third party risk standards. With
NH-ISAC relationships I've built over the years, the members have shown to
be a strong family of practitioners all motivated to share information in
support of an economic approach to health sector Third Party Risk.

"Why should NH-ISAC members take advantage of this opportunity?"

N

CYBERFIT
Vendor Spotlight:

Prevalent Wins Gold IT World
Award for Best
Vendor Risk Management

WARREN, NJ (August 1, 2017)

— Prevalent, Inc., the leader in
third-party risk management,
announced today that Network
Products Guide, a leading technology
research and advisory guide, has named
Prevalent’s Synapse Exchange™ the
Gold Winner for Best Vendor Risk
Management in the 12th Annual 2017
IT World Awards®.
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CYBERFIT’s Shared Risk Assessment component enables members to focus on the economic approach to Third Party Risk
Assessment by sharing assessments using the NH-ISAC CYBERFIT assessment repository (powered by Prevalent).
Prevalent has built its software solution to remove delay and waste in the workflow and handoffs of content between
the assessor and the assessed party. When third party assessments are shared and published in the repository, the
membership has a greater opportunity to experience an increased value add realization. The cost savings of completing
a single assessment and sharing with many allows the members to refocus their funding to solving the problems of
tomorrow. Prevalent is targeting 1000 assessments by end of year and we are looking for all NH-ISAC members to take
advantage of completing an assessment questionnaire for hands-on experience, awareness and value add benefit for

the entire NH-ISAC community.

Prevalent press release https.//nhisac.org/latest-news/

Request Third Party Risk info https://nhisac.org/cyberfit/shared-risk-assessments/
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Security Operations Services

Informational Webinar

On September 6, 2017, SecureWorks and Amgen jointly
presented a webinar on CYBERFIT Security Operations
Services to NH-ISAC members.

SecureWorks opened the discussion with highlights of
current threats including ransomware, observing that
88% of ransomware attacks have occurred in health
care organizations. Suggestions were made on how to
assess a company’s security posture, and when to use
the different CYBERFIT offerings of vulnerability
assessment, penetration testing, web application
testing, and incident response.

Amgen followed with an overview of security services
and the Gartner magic quadrant’s high-level view of
market leaders such as SecureWorks. It was also
recommended to identify integration between
NH-ISAC’s CYBERFIT offerings and other member
services that may be useful to an organization, such as
threat intelligence information.

The webinar will be accessible to NH-ISAC members in
the member portal.

Cyber Rodeo

L HEALTH - ISAG

Go to https://nhisac.org/events/cyber-rodeo/ to register and
reserve your spot for special events.

Keynote speaker Dr.Zubin Damania, MD, aka ZDogg
Implemented Turntable Health, an innovative model of health
care delivery that promotes wellness at both the individual and
community level. “Health 3.0, promotes personal and system-
level transformation through storytelling, humor and music.”

Services Update

Benchmarking Services

Improved Benchmarking Questionnaire

The CYBERFIT assessment questionnaire is now easier to
complete with better insights for our members! The
CYBERFIT working group recently conducted a survey to
gather feedback on the experience of our members with
this tool. You told us what you wanted, and we listened!
The response that we received helped us identify some key
changes to make it faster to complete and to make the
output more helpful to you in building your cybersecurity
program. After updating the questionnaire, we surveyed
members again with the new content and received very
positive initial feedback. The updated questionnaire should
be available to all of our members soon, and we look
forward to hearing your comments and suggestions for
future versions.

Legal and Regulatory

Hacking Healthcare, A weekly legal and regulatory news blog
that delves into current relevant policy information now goes out
to members every Tuesday in a TLP amber version via the
member Listserver. Ben Flatgard will also be writing a monthly

Legal and Regulatory article for NH-ISAC members.
NH-ISAC Fall Summit: CYBER RODEQO November 28-30 and Upcoming Summits
NS AC

Upcoming NH-ISAC Summits

2018 Spring Summit
May 14 — 17, 2018. Ponte Vedra Beach, FL

2018 Fall Summit
November 26 — 29, 2018. San Antonio, TX

2019 Spring Summit
May 13 — 16, 2019. Ponte Vedra Beach,
FL Our Spring Summit was

listed by InfoSec in the top
5 Cybersecurity Healthcare
Conferences in the world
https://infosec-
conferences.com/events/
healthcare/.

2019 Fall Summit
December 2 — 5, 2019. San Diego, CA

2020 Fall Summit
November 30 — December 3, 2020.
Phoenix, AZ

For more information about CYBERFIT® services

contact NH-ISAC at cyberfit@nhisac.org or LINKEDIN
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