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Get the Scoop! Keynote by Krebs

H-ISAC is proud to announce Brian Krebs as the
Keynote speaker at our Never Stand Alone Summit
this November. Krebs is best known for his insights
into current, as well as future, cybertrends.

Keynote at the Fall Summit will be on Wednesday,
November 28, immediately following the 8:30 am
Opening Remarks.

Brian Krebs is an independent investigative reporter who writes about cybercrime
at the award-winning website KrebsOnSecurity.com.

Formerly with The Washington Post (1995 to 2009), Krebs is probably best known
for breaking stories on high-profile data breaches, including those that hit Target,
Home Depot, Michaels and Ashley Madison.

A frequent interviewee and public speaker, Krebs has been profiled by 60 Minutes,
The New York Times, Poynter.org and Business Week. Krebs’s book, Spam Nation:
The Inside Story of Organized Cybercrime - From Global Epidemic to Your Front Door
—is now a New York Times bestseller.

In January 2015, the National Press Foundation announced it was awarding Krebs its
Chairman's Citation, an award designed to "recognize individuals whose
accomplishments fall outside the traditional categories of excellence." In October 2014,
the Association of Certified Fraud Examiners gave Krebs the "Guardian Award," an
honor given annually to a journalist "whose determination, perseverance and
commitment to the truth have contributed significantly to the fight against fraud."

Bring your Spouse/Partner to the Fall Summit
Register them for this authentic tour event

A spectacular day touring the oldest city of Texas has been planned for them! The
group will discover San Antonio’s world-renowned urban waterway by river taxi.
Next, they will experience the sights and flavors of old Mexico at Historic Market
Square where they will have the opportunity to explore over 100 locally owned shops
and stalls, and find authentic Talavera pottery, exotic curios and handcrafted works
of art. The experience concludes with gourmet Mexican cuisine at Mi Tierra, a
landmark Mexican café & bakery.

Your spouse/partner may register for this event here:
https://nhisac.org/summits/2018-fall-summit/2018-fall-summit-registration/

i$200 covers this event and the Wednesdai and Thursdai Siecial Events as well.i
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Top 10 Health Related
Cyber Events for October:

ThreatList: 60% of BEC Attacks Fly
Under the Radar

HHS HCCIC Cybersecurity Alert: New
Ryuk Ransomware Quickly Racking Up

Damage

How US Authorities Tracked Down the
North Korean Hacker Behind

Wannacry

Judge Gives Final OK to $115M
Anthem Data Breach Settlement

Fetal Diagnostic Institute of the Pacific
Notifies 40,800 Patients After
Ransomware Attack

91 Percent of Hacks Begin with an
Email

Cracked Windows Installations Are
Serially Infected with Eternalblue

Exploit Code

Ransomware attacks against hospitals:
A timeline

The Human Factor in Social Media Risk

7 Most Prevalent Phishing Subject
Lines

H-ISAC is pleased to publish a monthly mem-
ber newsletter. It is designed to bring events
and other important ISAC information to your
attention. If there is something you would

like to see included please email:

contact@h-isac.org
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Early Bird discount ends October 19
Save nearly half the full registration price.

Registration link:
https://nhisac.org/summits/2018-fall-summit/

Remember to reserve your hotel room on or before the
cut-off date of Monday, November 5, 2018 or until the
room block is sold out.

La Cantera Resort & Spa
16641 La Cantera Pkwy San Antonio, TX 78256
(210) 558-6500 Toll-Free Reservations: 855-499-2960
Group Code: NFK2518A

To reserve a room Online
https://book.passkey.com/e/49680007

To choose your best arrival date, take a look at the
summit agenda: https://nhisac.org/fall18/agenda/

ICS Security Workshop

Operation Technology vs. Information Technology

The H-ISAC / Booz Allen Hamilton ICS Security Workshop
was held on Wednesday, September 26, 2018 in Cork,
Ireland. There were about 26 individuals representing 12
different companies that participated in the workshop.

The group had great discussions throughout the workshop
on various topics around ICS Security. Some of these
included discussions around the differences among IT and
OT security; current threats; security gaps; procurement;
patching; education, training and awareness; and many
other topics.

There were also plenty of networking opportunities during
dinner both the night before the workshop as well as the
night following the workshop. The group thought the
workshop was a great opportunity to come together to
discuss some of the challenges with ICS security. In
response to the feedback from this workshop, H-ISAC is
planning future ICS Security workshops in 2019.

Mark Your Calendars For these Upcoming Events:

H-ISAC Radio

October 29—Software Bill of Materials

November 28—IAM & Portable Identity
Live in the Lobby of the Fall Summit
Come listen live and participate.

Health Sector Coordinating Council
Joint Cybersecurity Working Group
ALL-HANDS Meeting
October 9th in Nashville, Tennessee
Followed by October 10 - 11th exercise
Tabletop exercise to test ability to share information and
coordinate response during a blended event of a flu

pandemic and a cascading ransomware attack on
hospital systems.

Healthcare Cybersecurity Security
Seminar and Workshop

Hosted by Amgen
17 October, 2018 in Tokyo, Japan

An opportunity for members to review and understand

the Japanese Government’s current cybersecurity

strategy and structure, understand the Asia Pacific threat
landscape and to build your global network across the public
and private sector.

CPEs may be available to attendees. You must self-certify
with an organization such as ICS2 or ISACA.

Other Agenda topics include:

e Security Training & Awareness

e FS-ISAC and F-ISAC Japan Collaboration

e Cyber Hygiene and Business Resilience Management

Find these events and more at https://h-isac.org/events
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