Hacking Healthcare
Policy Analysis on Info Sharing

We now have the HCCIC to add to the NCCIC on the list of relevant government acronyms in healthcare
cybersecurity. Just how they work with one another remains to be seen, but let’s look at what we know
so far.

First, the Health Cybersecurity and Communications Integration Center (HCCIC) has three stated goals:

e  “Strengthen engagement across HHS Operating Divisions;

e Strengthen reporting and increase awareness of the health care cyber threats across the HHS
enterprise; and,

e Enhance public-private partnerships through regular engagement and outreach.”

It is striking, given the press coverage and general sentiment in the sector, to see HHS position the
HCCIC as being primarily responsible for internal security improvements. Given that positioning, it is
unsurprising that the HCCIC has been headquartered under the HHS CISO’s office and not in an
operating unit with a primarily external facing mission. Location within the CISO’s office also makes a lot
of sense from a technical perspective — HHS was one of the first agencies to connect with the
Automated Indicator Sharing (AIS) system at DHS. The CISO’s office pursued AIS to bolster its own
defenses and can utilize the AIS pipes to feed information into the HCCIC (and from the HCCIC back to
DHS).

Much of the focus on government cybersecurity has been around adoption of shared services and
migration to a more defensible technology stack. This is rightly placed and the security (and efficiency!)
burden of legacy systems is significant. But there is also a burden of legacy governance in government
security programs. Staff and budget are disparate and suffer from a lack of consolidation and scale. It is
difficult to align IT and security modernization efforts within departments and across government.
Coordinating centers such as the HCCIC may offer some benefit in this regard.

HHS (and other agencies) should be encouraged to try innovative approaches to addressing their own
security challenges. For the HCCIC (and other such initiatives) to be successful, it will need to be properly
resourced. But the challenge of securing government systems is so significant that experimentation and
action (above all else) should be encouraged.

Over the next couple of weeks, we will look at how the HCCIC might look to utilize their relative
expertise and work with the NCCIC and NH-ISAC to maximize value in support of the health care sector.

International Engagement

President Trump and President Putin did find time to sit down last week. And, as we speculated -- “the”
cyber was discussed in great length. Unfortunately for those of us concerned with the safety and
security of the American health care system, the discussion reportedly focused on the election hacking
and not on recent attacks against critical infrastructure.


http://docs.house.gov/meetings/IF/IF02/20170608/106078/HHRG-115-IF02-Wstate-ScanlonL-20170608.pdf
https://www.us-cert.gov/ais

While it is a positive development to see world leaders talking about cybersecurity, the nature of this
conversation and its reported outcomes seem to be insignificant at best and damaging at worst.
Insignificant because a broad and open-ended commitment to form a bi-lateral cybersecurity unit
doesn’t commit either side to achieving anything (as opposed to our proposed investigatory effort).
Dangerous because Russia, and other countries, can use this meeting and commitment to legitimize
their own activities, while diverting attention and effort from important ongoing international
engagements, such as the Governmental Group of Experts working group that dissolved last week (see
below for articles on this).

Multi-lateral engagement on cybersecurity hangs in a precarious balance. Governments seem to be
pulling back from international partnership and dialogue, just at the time when we need them to be
most involved. Individual jurisdictions are writing their own rules on everything from encryption to data
localization. Regulators are developing unique frameworks and requirements. And companies are
increasingly comfortable sharing source code with domestic security services.

We will continue to ponder this challenge in the months ahead, but for now let’s look at the other
health care cybersecurity news of the week.

The Week Ahead —

Administration Announcements
e DHS Awards Info Sharing Grant

International Organizations
e The Global Commission on the Stability of Cyberspace is soliciting research proposals

Congressional Activity
e Confirmation Hearing — David J. Glawe to be DHS Under Secretary for Intelligence and
Analysis (7/11 — 10:00am)
e Confirmation Hearing - Christopher A. Wray to be Director of the FBI (7/12 — 9:30am)
e FY 2018 Homeland Security Appropriations Markup (7/12 — 4:30pm)

Conferences

e Medical Device Workshop at UC San Diego (NH-ISAC) (Sold Out) (7/13)

e SANS Los Angeles-Long Beach (7/10-7/15)

e BSides Chicago (7/15)

e 2nd Annual Medical Device Cybersecurity Risk Mitigation (7/17-18)

e Health IT Summit - Denver, CO (7/18-19)

e Medical Device Coordinated Disclosure Tabletop Exercise TTX (7/19)

e DHS Active Shooter Preparedness Workshop - Various Dates/Locations (7/19)
e Black Hat (7/22-27)



https://cyberstability.org/
https://cyberstability.org/news/research-project-1-the-public-core-of-the-internet/
https://www.hsgac.senate.gov/hearings/nominations-of-david-j-glawe-to-be-under-secretary-for-intelligence-and-analysis-us-department-of-homeland-security-and-david-p-pekoske-to-be-assistant-secretary-transportation-security-administration-us-department-of-homeland-security
https://www.hsgac.senate.gov/hearings/nominations-of-david-j-glawe-to-be-under-secretary-for-intelligence-and-analysis-us-department-of-homeland-security-and-david-p-pekoske-to-be-assistant-secretary-transportation-security-administration-us-department-of-homeland-security
https://www.judiciary.senate.gov/meetings/07/12/2017/nominations
https://appropriations.house.gov/calendar/eventsingle.aspx?EventID=394961
https://nhisac.org/events/nhisac-events/medical-device-workshop-uc-san-diego/
https://bsideschicago.org/
https://nhisac.org/events/nhisac-events/2nd-annual-medical-device-cybersecurity-risk-mitigation/
https://vendome.swoogo.com/Denver-HIT-Summit
https://nhisac.org/events/nhisac-events/medical-device-coordinated-disclosure-tabletop-exercise-ttx/
https://nhisac.org/events/nhisac-events/dhs-active-shooter-preparedness-workshop/
https://www.blackhat.com/us-17/

DEF CON 25 (7/27-30)
Basic Best Practices in Cybersecurity — Nebraska (NH-ISAC) (7/26)
Basic Best Practices in Cybersecurity — Washington (NH-ISAC) (8/2)

Hot Links —

U.S. officials say Russian government hackers have penetrated energy and nuclear
company business networks (WaPo)

Foreign hackers probe European critical infrastructure networks: sources (Reuters)
Russians Are Suspects in Nuclear Site Hackings, Sources Say (Bloomberg)

Foreign hackers probe European critical infrastructure networks: sources (Reuters)

Health IT Organizations Urge Congress to Increase NIST Funding (Healthcare Informatics)
0 The letter

Legislators Introduce Bill to Ease Meaningful Use Requirements (Healthcare Informatics)

HIPAA Regulations Not Applicable in TN Supreme Court Case (HealthITSecurity)

DHS Updates on Federal Network Cybersecurity, Infrastructure (HealthITSecurity)

Reports —

June 2017 Healthcare and Cross-Sector Cybersecurity Report (Vol. 12) (HIMSS)
Global Survey: 95 Percent of Healthcare Orgs Don’t Use Security Governance or Risk
Management Software

O Thereport: 2017 IT Risks Report (netwrix)

Sundries —

International Cyber Law Politicized: The UN GGE’s Failure to Advance Cyber Norms (Just
Security)

0 Statement by Michele Markoff, US representative to the GGE
The UN GGE Failed. Is International Law in Cyberspace Doomed As Well? (LawFare)

Moving Forward on Cyber Norms, Domestically (LawFare)

Trump's cyber tweets cause dismay, confusion (Politico)

Trump White House Has Taken Little Action To Stop Next Election Hack (NBC)
iPhone Bugs Are Too Valuable to Report to Apple (Motherboard)

Hacker Who Aided Russian Intelligence Is Sentenced to 2 Years (NYT)



https://www.defcon.org/
https://nhisac.org/events/nhisac-events/basic-best-practices-in-cybersecurity-nebraska/
https://nhisac.org/events/nhisac-events/basic-best-practices-in-cybersecurity-wasington/
https://www.washingtonpost.com/world/national-security/us-officials-say-russian-government-hackers-have-penetrated-energy-and-nuclear-company-business-networks/2017/07/08/bbfde9a2-638b-11e7-8adc-fea80e32bf47_story.html?utm_term=.57c37b731197
https://www.washingtonpost.com/world/national-security/us-officials-say-russian-government-hackers-have-penetrated-energy-and-nuclear-company-business-networks/2017/07/08/bbfde9a2-638b-11e7-8adc-fea80e32bf47_story.html?utm_term=.57c37b731197
https://www.reuters.com/article/us-britain-cyber-idUSKBN19V1C7
https://www.bloomberg.com/news/articles/2017-07-07/russians-are-said-to-be-suspects-in-hacks-involving-nuclear-site
https://www.reuters.com/article/us-britain-cyber-idUSKBN19V1C7
https://www.healthcare-informatics.com/news-item/cybersecurity/health-it-organizations-urge-congress-increase-nist-funding?utm_campaign=Vertical%20-%20Data%20Security&utm_source=hs_email&utm_medium=email&utm_content=54084573&_hsenc=p2ANqtz--hu0XJ2I8kqEktUccqOdlO1emYG3CClbWegTls27GPfJNhJcIG91yOVKOUaz4VSFaFJ-DBQH26v1x_u_B20Vn3RcKgaw&_hsmi=54084573
https://www.cybersecuritycoalition.org/letter-to-congress-nist-fy18funding
https://www.healthcare-informatics.com/news-item/ehr/legislators-introduce-bill-ease-meaningful-use-requirements?utm_campaign=Vertical%20-%20Policy&utm_source=hs_email&utm_medium=email&utm_content=53932045&_hsenc=p2ANqtz-9sehysV-DJokyLhbzbejzF0L4M5kNRq3BPcf7qEtNUS46o56ol-e3Q8AVqk45G3P7BSZM67etaucuEYM1OIBl_NknVuQ&_hsmi=53932045
https://healthitsecurity.com/news/hipaa-regulations-not-applicable-in-tn-supreme-court-case?elqTrackId=db1956d084ef4cd486d91cb7ce058bc0&elq=962996c478704207ad49cdc72a12e9fb&elqaid=2949&elqat=1&elqCampaignId=2733
https://healthitsecurity.com/news/dhs-updates-on-federal-network-cybersecurity-infrastructure
http://www.himss.org/himss-healthcare-cybersecurity-environmental-scan-reports
https://www.healthcare-informatics.com/news-item/cybersecurity/global-survey-95-percent-healthcare-orgs-don-t-use-security-governance-or
https://www.healthcare-informatics.com/news-item/cybersecurity/global-survey-95-percent-healthcare-orgs-don-t-use-security-governance-or
https://www.netwrix.com/2017itrisksreport.html
https://www.justsecurity.org/42768/international-cyber-law-politicized-gges-failure-advance-cyber-norms/
https://usun.state.gov/remarks/7880
https://www.lawfareblog.com/un-gge-failed-international-law-cyberspace-doomed-well
https://lawfareblog.com/moving-forward-cyber-norms-domestically
http://www.politico.com/story/2017/07/09/trump-russia-cyber-experts-240340
http://www.nbcnews.com/politics/elections/trump-white-house-has-taken-little-action-stop-next-election-n776116
https://motherboard.vice.com/en_us/article/gybppx/iphone-bugs-are-too-valuable-to-report-to-apple
https://www.nytimes.com/2017/07/06/world/europe/vladimir-anikeyev-russia-hacking.html?_r=0

(In)Secure Takes —

e Donald J. Trump & ,f"m‘\l .
@realDonaldTrump o /
Putin & | discussed forming an impenetrable
Cyber Security unit  so that election

hacking, & many other negative things, will

be guarded..

4:50 AM - 9 Jul 2017

19,696 Retweets 80219Lkes 8 R D P& S ¢«

O 3k 12k Q8K



, Daniel Lin "ﬁiFollow
" @danwlin

LEIA: Tarkin & | discussed forming an
impenetrable Death Star prevention unit so
that planetary destruction & many other
negative things...

Donald J. Trump @ @realDonaldTrump

Putin & | discussed forming an impenetrable Cyber Security unit  so that election
hacking, & many other negative things, will be guarded..

8:23 AM -9 Jul 2017
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The fact that President Putin and | discussed

a Cyber Security unit doesn't mean | think it

can happen. It can't-but a ceasefire can,&
did!
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Joseph Cox

% @josephfcox Follow

Wow, the future is wild. Drones, autonomous
weapons

basic email encryption

Lorenzo Franceschi-B @ @lorenzoFB

The Pentagon says it will finally start using decade-old STARTTLS email encryption to
protect its emails. motherboard.vice.com/en_us/article/...
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Contact us: follow us @NHISAC @flatgard and email us at bflatgard@nhisac.org
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