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H-ISAC is pleased to publish a monthly member 
newsletter.  It is designed to bring events and 
other important ISAC  information to your   
attention.  If there is something you would like to 
see included please email:  contact@h-isac.org 

Top 10  
Health Related Cyber Events 

for March:  

Deciphering HHS' Proposed  
Information Blocking Rules 

Credential dump contains another 2.2 
billion pwned accounts 

Roughly 500,000 Ubiquity devices  
may be affected by flaw in active  
exploitation 

Outdated software left municipal  
worker information exposed in 200 
towns 

These iOS apps have been secretly  
recording your screen activities 

15 Million Patient Records Breached in 
2018; Hacking, Phishing Surges 

Schools Suffered at Least 122  
Cybersecurity Incidents Last Year 

WordPress plugin patches flaw that 
gave hackers potential access to 40,000 
websites 

Fla. Courts Require Actual Injury to 
Demonstrate Standing in Data Breach 
Cases 

How Google Tracks Hackers 

 
 

  

 
 
 
 
 
 

@H-ISAC @HealthISAC @Health-ISAC 

Announcing 2019 Spring Summit Keynote  

 

Spring “Whole in One Community” Summit registration is open!  

Members: Please remember to use your comp member registration(s).    

For any questions on how many comp passes your company receives, please 

email contact@h-isac.org 

Here are some important dates: 

Fri. April 19  - Last date to save $295 through Early Bird registration  

https://h-isac.org/summits/2019-spring-summit/ 

Mon. April 22 - Hotel Room block discount cutoff for Sawgrass Marriott Golf Resort and Spa   

Mon. May 13 - Working Group Meetings, New Member / 1st Time Attendee Reception 

Tues, May 14 - Golf, Member Round Tables, Member Meeting 

Wed. May 15 - Spouse / Partner event—Red Train Tour of historic St. Augustine 

Wed. May 15 - Autobahn kart racing and, yes, AXE throwing! 

Thu. May 16 - Food Truck Open—an extravaganza of food, fun and games  

Back by Popular Demand:  

• Member Round Table Discussions—sign-up for the topic of your interest and engage in 

collaborative sessions. (space is limited, so look for sign-ups soon) 

• Member Services and Strategy Overview—rotate through various 15 minute sessions to 

learn about H-ISAC initiatives and activities.. 

Keren Elazari, a former hacker turned cyber security expert, is an   
internationally celebrated speaker, researcher and author on all 
matters of cyber security. Her 2014 TED talk, viewed by millions, 
helped shape the global conversation about the role of hackers 
and the evolution of cyber security in the information age.  
YouTube Keren’s talks:  

https://www.youtube.com/results?search_query=keren+elazari  

and website: https://www.k3r3n3.com/ 
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Upcoming Events:  
 

Connect with H-ISAC Around the Globe!  

 

 

 

 

 

 

 

Find more information and registration on our Events page https://h-isac.org/events/ 

 

Demystifying DMARC  

Discussion on 

H-ISAC Radio  

Join us on March 18 

The join link is in the Member Portal. 

 

H-ISAC IoMT Executive Symposium 
 

April 15-16 in Munich, Germany 

Includes Tour of IBM Watson IoT Tower and industry demos 

San Francisco—March 6 Member meetup networking 
lunch at RSA 

Cleveland—March 19-20 Presenting, conducting exercise  
and exhibiting at HIT Summit  

San Antonio—March 20-22 Presenting and Exhibiting at 
NARHC  

Orlando—April 1-3 Exhibiting at InfoSec World 

Chicago—April 1-4 Exhibiting at Becker's Annual Meeting  

Singapore—April 24-26 Booz Allen Hamilton and H-ISAC 
Peer Sharing ICS Workshop 

Alabama—April 26 Presenting H-ISAC Healthcare Security 
Workshop 

United Kingdom—July 11 Presenting and Exhibiting at 

CybSec and Blockchain Health  

 
H-ISAC WORKING GROUP  

Spotlight 

-Global Privacy Working Group-  

This working group transitioned 
from the General Data              
Protection  Regulation (GDPR) Working Group. Once 
GDPR became enforced on May 25, 2018, feedback 
from members was to transition the group to focus on 
emerging global privacy legislation and guidance. This 
led to the forming of the Global Privacy Working 
Group! There are many regulations coming forward 
globally. This group will share actionable  information, 
ideas, best practices, and guidance on emerging inter-
national healthcare  policy, legislation, standards and 
directives, and trends regarding healthcare provider 
purchasing requirements. The first working group 
meeting was held on March 1, 2019. 

 
Interested members please email: contact@h-isac.org 

 
IMAGINE THIS:  Your company discovers company 

proprietary information for sale on the  
dark web.  Not too far fetched, is it?  Here is how  

H-ISAC Shared Services can help: 
 

 

 
 

 

 

With DigitalStakeout, in this scenario, the analyst acts  
immediately alerting development and production teams  
to the information leak. 
 
Recognizing the negative financial impact of company      
information on the dark web, a company can  
identify the source of the leak and start the process to  
remove the highly sensitive and confidential information.  
  
DigitalStakeout will: 
• Obtain complete visibility into your organization’s  

expanding and persistently changing digital footprint; 
the activities, actions and communications that can be 
passively or actively collected by third parties when  
using digital devices & services. 

 
• Enhance your organization’s ability to protect  

confidential data, organizational reputation and  
customer experience. 

 
• Adjust and adapt to breaking situations analysts must 

triage and mitigate to maintain organizational resiliency 
and protect its reputation. 

 
Find more information on Shared Services at                

https://h-isac.org/shared-services/#IP  
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