
Is there a potential for 
uncontrolled risk that 
could result in patient 

harm?

Medical Device will be corrected in 
or removed from field

YES

Report to ISAO4

NO

Changes made to marketed medical device 
are likely an Enhancement.2  No notification 

is required for Class II medical devices.1

Assess and validate 
mitigation.  Report through 

21 CFR Part 806 for 
Correction/Removal3

Is manufacturer an active participant in 
an ISAO? 

Are there any known serious 
adverse events or deaths 

associated with the 
vulnerability?

Can the manufacturer meet 
the timeline criteria for 
communicating to its 
customers and then 

validating and distributing 
the deployable fix such that 
the residual risk is brought 

to an acceptable level?   

NO

NO

YES

YES

YES

NO

Note 1: For changes to class III devices, annual 
reporting is required otherwise there is no 

reporting requirement to FDA or an ISAO.

Note 2: For further information on determining 
enhancements from recalls, please see FDA 
guidance: Distinguishing Medical Device Recalls 

from Medical Device Enhancements

Note 3: Manufacturers should report these 
vulnerabilities to the FDA according to 21 CFR part 
806, unless reported under 21 CFR parts 803 or 1004. 

Note 4: For changes to class III devices, annual 

reporting is required.

Manufacturer's Decision Pathway for Reporting Cybersecurity-Related Corrections or Removals from the Field


	Manufacturer Flowchart for Vulnerability intake_20170119.vsd
	Page-1


