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Top 10 Health Related  

Cyber Events for June:  

Securing IoT Devices in the  
Increasingly Connected Hospital  
System 

The Biggest Healthcare Data 
Breaches of 2018 (so far) 

Facebook Pauses Effort to  
Exchange Data with Hospitals 

Nation-State Hackers Are  
Attacking Our Trust in Critical 
Systems 

Verizon DBIR: Ransomware 
Attacks Double for Second Year 
in a Row 

How EU Data Privacy Rule Could  
Impact US Healthcare Providers 

HHS Warns of SamSam  
Ransomware Attacks 

Cryptominer Malware Threats  
Overtake Ransomware, Report 
Warns 

Data Breach Could Impact Some  
Patients of Medical Lab Chain 
with Alabama Locations 

New ‘Early Bird’ Code Injection  

 

 Spring Summit Highlights and Takeaways  

   Rainy weather at Ponte Vedra Beach, Florida could not dampen the  
   spirit of collaboration between members, vendors and attendees.   

 SESSIONS: Attendees spoke highly of the phenomenal panel discussions, keynote  
presentations, breakout sessions, and engaging vendor interactions. One member  
particularly noted the value of the threat intelligence panel on collaboration as a  
defense, saying “It was amazing to watch them work and collaborate.” Commented  
another member, “The size of the summit is very conducive to good conversations with 
the diverse collection of practitioners and thought leaders in healthcare information  
security.” An attendee noted how the quality of the crowd of CIOs, CISOs and their crew 
members contributed to a worthwhile exchange of information. 

 

 

 

 

 

 

NETWORKING EVENTS: Conversations were flowing at the Tail-Gator and Scavenger 

Hunt networking dinner events. More pictures will be available in the Member Portal. 

 

SUMMIT SURVEY: Speaker presentations are available in the Member Portal. Simply log into 
portal and click on the Spring Summit ‘18 Presentations icon https://nhisac.org/portal/. 

NH-ISAC is pleased to publish a monthly member 
newsletter.  It is designed to bring events and other 
important ISAC  information to your attention.  If 
there is something you would like to see     
included please email:  contact@nhisac.org 

 

FALL SUMMIT CFP OPEN UNTIL JUNE 29: 
Simply go to the Summit dashboard on the  

NH-ISAC website Events page to submit your 
abstract https://nhisac.org/summits/. 
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 HSCC JCWG All-Hands Meeting 
 

The Healthcare Sector Coordinating Council’s 
Joint Cybersecurity Working Group (JCWG) will 
conduct its first all-hands, in-person meeting 
on Friday, June 29 in Washington, DC.  

During the day and a half event, leaders of the 
JCWG will report on joint progress toward  
implementing the recommendations of the June 
2017 Health Care Industry Cybersecurity (HCIC) 
Task Force Report.  In particular, members will  
ensure that the work of the JCWG task groups  
assigned to implement the HCIC recommendations 
are on track to deliver measurable outcomes that 
mitigate cyber threats and vulnerabilities across 
the sector, and refine the work plan as necessary.   

Senior government officials, other critical industry 
sectors, and representatives from Capitol Hill will 
speak about how to collaborate against shared 
threats.  

For more information about the event or how to 
join the JCWG email contact@nhisac.org.  

Third Party Risk Summit  
Seeking Corporate Partnerships 

Third parties are often the weakest link when it comes to an organization’s 

security as seen in the Target breach, and with MeDocs and NotPetya, as well 

as the Hancock Hospital Ransomware attack in January of this year.  
 

Legislation is also being passed that holds organizations responsible for the 

behavior/security of their third party vendors. Therefore, it is important those 

leaders in cybersecurity, such as members of NH-ISAC, FS-ISAC and GRF, 

share their collective best practices and experience with their vendors and 

potential vendors to instill better security.  
 

The purpose of Third Party Risk Governance Summit is to provide a  

forum for educating vendors and third party risk management and compliance 

teams from within ISAC member organizations. It is also an opportunity for 

collaboration among third parties and risk management teams to contribute, 

share expertise and learn from other third party organizations and third party 

risk management teams in order to improve the security of the ecosystem. 
 

Target Audience: 
 

• Third Party Risk Management and Compliance teams from  

within ISAC member organizations  

• Third party vendors who serve ISAC member firms 
 

Call To Action: Sponsors Needed and Vendor Awareness 
 

Global Resilience Federation (GRF) is a non-profit spin-off from FS-ISAC that 

assists other sectors and facilitates cross-sector sharing. All eight ISAC and 

ISAO members of GRF (FS-ISAC, ONG-ISAC, NH-ISAC, LS-ISAO, 

EASE, MS-ISAC, R-CISC and NRF) agreed to distribute information about the 

event to their members with the intent of obtaining Corporate Partners (i.e., 

Member sponsors) for the event and having Members encourage their  

vendors and risk management teams to attend.  

  

We encourage Members to promote this event to appropriate vendors to help 

them understand the threats they face and to increase their awareness of  

organizations’ policies and industry needs. The GRF communications team 

will prepare a promotional piece Members can customize for use with their 

vendor partners. 
  

For event or sponsorship inquiries,  
email contact@nhisac.org. 

Join us for a series of 

Blended Threats Exercises 

   July 25, 2018       Minnesota 
   August 28, 2018   California 
   September 10, 2018 Delaware 
   October 2, 2018   Georgia 
   October 4, 2018   Maryland 
 
These exercises will focus on blended threats (both cyber 
and physical) for the purpose of identifying gaps between 
cyber and physical preparedness and sharing approaches.  
 
Participants will have opportunity to interact with one  
another and discuss issues, concerns, best practices and 
other salient points to help inform organizational security 
preparedness.  
 

 For more information and to Register visit: https://nhisac.org/
events/nhisac-events/blended-threats-exercise-series/ 

For more information and to keep up to date on our latest events visit https://nhisac.org/events 

Join us for a  

Medical Device Security Workshop  
 

July 24, 2018    8:30am-4:30 pm 
 
 

Convened at 
Boston Scientific, Maple Grove, MN 

Join us for a chance to collaborate with other  
healthcare providers and medical device manufacturers  

stakeholders in an interactive forum.  

 
For more information and to Register visit:  https://nhisac.org/

events/nhisac-events/medical-device-security-workshop-at-
maplegrove-mn/ 

CPE's may be available to attendees.  You must self-certify 

with an organization such as ICS2 or ISACA. 

NH-ISAC Radio was LIVE at the Summit.  

Next broadcast  

Friday, June 29 at 12:00 Noon EST.  

DNS Monitoring 

Watch member email for the listen-in link. 
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