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Ready, Set, Blend! Threats aren't simple!

Learn about Blended Threats in our upcoming workshop series!
Imagine a threat actor uses malware to tamper with the HVAC systems of a healthcare
organization and disrupts temperature controls throughout the facility including labs,
manufacturing plants or data centers. Picture a pandemic that spreads quickly and
forces employees, including the entire cyber security team to stay home either because
they are ill or their families are. Or consider a ransomware attack that encrypts images
and patient records and forces healthcare organizations to cancel surgeries or
treatments.

These are examples of blended threats; physical events that have cyber consequences
and vice versa and there are many, ever evolving scenarios that organizations need to
be aware of and plan for.

Over 2018 NH-ISAC is leading a free coordinated exercise series around the United
States to advance opportunities for members to interact with one another and discuss
issues, concerns, best practices, potential gaps, and other salient points relating to
blended threats, and to help inform organizational preparedness and resilience.

The first exercise in this series will take place at Boston Scientific in Maple Grove, MN
on July 25, 2018. Exercise participants should include risk management, security (both
physical and cyber), emergency management personnel, as well as other partners and
subject matter experts, such as local first responders (law enforcement, fire, EMS) and
federal/state government partners, as may be appropriate.

Please register for this exercise, or any of the other exercises in this series, at
https://nhisac.org/events/nhisac-events/blended-threats-exercise-series/.
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Top 10 Health Related
Cyber Events for July:

Ransomware Attacks Topped List of

Cyber Insurance Claims

Regulator [HHS]: Don't Neglect

Physical Security of 'Workstations'

Organizations Lack Adequate Budg-

et for Medical Device Security

Medical Device Cyber Vulnerabili-

ties: More Alerts

iOS 11.4 Has a Major Battery Issue

and All iPhones are Affected

Should the FDA Create a Cyberse-

curity Measuring Stick?

Time To Start Thinking About Elections....

The NH-ISAC Nominating Committee will soon be seeking nominations for the 2017
NH-ISAC Board Elections. There will be five, 3-year term seats up for election. The
voting period occurs at the end of September each year. Serving on the Board is a great
way to support the organization and shape the strategy and future of the NH-ISAC.

Criteria for candidates includes:

e Member in good standing of NH-ISAC (i.e. no outstanding member dues)

e Demonstration of participation in the NH-ISAC and its activities (i.e. serving on
committees, speaking at conferences/workshops, hosting a workshop)

e Demonstration of participation in advancing security in the HPH sector

e Ability to travel and attend 4 in-person meetings per year (two in-person meetings
will coincide with the Spring and Fall Summit

Look for an announcement within the next couple of weeks regarding nominations.

Clipboard Hijacker Targeting
Bitcoin & Ethereum Users Infects
Over 300,0000 PCs

DHS, FBI Share Details of North Ko-
rea's 'Typeframe' Malware

Judge Rules in Favor of OCR And
Requires a Texas Cancer Center To
Pay $4.3 Million In Penalties For
HIPPA Violations

Wannacry Extortion Fraud
ReemergesDHS: Some GE Imaging
Devices Are Vulnerable

NH-ISAC is pleased to publish a monthly member
newsletter. It is designed to bring events and other
important ISAC information to your attention. If
there is something you would like to see

included please email: contact@nhisac.org
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Your identity is a steal on the Dark Web. !'éxper]qnu NH-ISAC Global WorkShOpS

Here are what the most common pieces of information sell for:

Dublin, Ireland

sgr'ﬂg{;i%???:?o o deaiteare NH-ISAC conducted its first workshop in Ireland last month on
June 21, 2018 at ICON plc. The one-day interactive workshop
D C] focused on Biotech/Pharma security had many informative
pay - sessions and discussions.
$1 $20-$200 $5-5110 Participants also engaged in a 'game of threats' with some

participating as the "threat actor" and others participating as
Drivers license the organization." Networking continued long afterward at a
dinner following the workshop.
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$20

<

$100-%400 $1000-$2000

NH-ISAC in conjunction with the Global Resilience Federation,
(a consortium of ISACs and ISAOs such as FS-ISAC, MS-ISAC and
Legal ISAQO) will be hosting the Third Party Risk Summit again
this fall. The event is free to attendees and will be held at
Landsowne Resort in Leesburg, VA - conveniently located near
Dulles Airport - October 24-26, 2018. Please encourage your
vendors, security and compliance staff to attend this important
event.

Vol 3 from 6/29 titled DNS Monitoring is available now in the
portal under NH-ISAC radio archives.

Registration: https://www.grfederation.org/2018-Summit-
Attendee-Registration

Mark Your Calendars For these Upcoming NH-ISAC Workshops

DOUBLE DUTY OPPORTUNITIES THE BASIC ESSENTIALS
These upcoming 2-day events offer participants a Every organization has personnel who touch personal
well-rounded experience. health information or personal intellectual information.
1 Day of Medical Device / 1 Day of Exercise Help them understand how the security of your
Hosted by Boston Scientific organization is dependent on the security of their

everyday practices.
« July 24 MD Security Workshop

. July 25 Blended Threats Exercise Send someone to:
Hosted by Gilead Sciences July 31st in Abilene, Texas.
Register at https://nhisac.org/events/nhisac-events/basic-
« August 28 Blended Threats Exercise best-practices-in-cybersecurity-texas-2/

o August 29 Bio/Pharma Security Workshop

For more information and to keep up to date on our latest events visit https://nhisac.org/events
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