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Top 10 Health Related  

Cyber Events for             
February: 

247,000 DHS Employees Affected 
by Data Breach 

SSM Notifying 29,000 Patients of 
Potential Medical Records Breach 

CMS Stresses Security in 
Healthcare Texting Clarification 

Meltdown and Spectre: Data Theft 
Hardware Bugs Affect Most Modern 
CPUs 

Healthcare Breaches Involving    
Ransomware Increase                  
Year-over-year 

Patient Data Unaffected in Hancock 
Health Ransomware Attack 

Norwegian Health Authority Hacked, 
Patient Data of Nearly 3 Million    
Citizens Possibly Compromised 

Intel Finally Details Slowdowns 
Caused by Meltdown & Spectre   
Updates 

SamSam Ransomware Hits         
Hospitals, City Councils, ICS Firms 

Medical Practice Turns Away       

Patients Due to Allscripts Incident 

NH-ISAC is pleased to publish a monthly      

member newsletter.  It is designed to bring 

events and other important ISAC  information 

to your attention.  If there is something you 

would like to see included please email:   

contact@nhisac.org 

 

Start Planning Your Week At The Spring Summit Today! 

Did you know that we will be at Sawgrass Marriott the day after The PLAYERS Championship at   
TPC Sawgrass (Tournament Players Club, the PGA Headquarters)?  Even if you don’t golf, being 
present during this time is a chance to experience the excitement of the tournament as well as      
possibly mingle with golf celebrities! 

Also, the oldest city in the US, St. Augustine can be found a few miles down the road and we have 
some exciting events planned!  Come early to experience the atmosphere and maybe even make 
time for a round of golf.  We will have special content and activities Monday through Thursday night.  
Plan now to arrive Monday and leave Friday so you won’t miss out. 

Enjoy exciting Special Events and Arghsome Networking Opportunities:  

Monday night we will hold a special reception at the elegant TPC clubhouse. Enjoy seeing old and 
new friends and the set up for the Players Championship as well as take a tour of the beautiful    
building with it history and memorabilia. 

Gather your fellow Buccaneers for a fun “fair winds and following seas” celebration at the “Tail-Gator” 
extravaganza! Bring your team spirit to compete in an armada of events including glow in the dark 
miniature golf and some lucky lads and/or lassies may even wrestle a gator or two! Or just relax with 
your maties. Mark me words, it’ll be Jolly Roger good time.  

Shiver Me timbers! You won’t want to miss out on the St. Augustine Pub Crawl and Treasure Hunt.    
It is THE perfect way to experience the oldest city in the US. Teams will compete to find clues and 
booty as they explore the beautiful historic district and sample a taste of St. Augustine along the way. 
There will be plenty of grub and fun for ye old Freebooters and Landlubbers. Who will carry home   
the pirate treasure?! 

 

 

 

 

 

And Don’t Forget To Bring Along Your First Mates! 

Bring along your spouse, family members, or significant others to enjoy  the 
beautiful Sawgrass Resort and Spa, the beach and all of the fun. The guest 
fee of $200 includes all meals and networking events as well as a really 
special sailing outing on Wednesday, May 16th. Adventurous Mates are 
welcomed to help the crew raise the sails and, if the weather is right, even 
take the helm. Bring your binoculars to see the rich bird and marine life, 
such as dolphins, manatees and turtles. 

Registration is Open Now! 

Register at https://nhisac.org/summits/2018-spring-summit/siege-the-day-registration/  

And don’t forget to book your berth! Rooms sell out quickly and must be booked by  Monday April 
23rd, 2018 to receive the special NH-ISAC Single/Double Occupancy Room Rate of $199               
(plus state/local taxes; $13 reduced per night resort fee plus tax). Be sure to mention the group    
name “2018 NH-ISAC Spring Summit”.  

The Sawgrass Marriott Golf Resort & Spa is located approximately 37 miles from the Jacksonville 
International Airport.  
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Medical Device Security Workshop 
March 20-21, 2018 
8:00 am - 5:00 pm 

 

Hosted by NH-ISAC & Philips Healthcare  
Convened at Philips Healthcare (Andover, MA) 

Join us for a chance to collaborate with other healthcare providers 
and medical device manufacturers in a free interactive forum. 

Agenda topics to include: 
• Medical Device Cybersecurity Strategic Plan 
• Bill of Materials (BoM) Panel 
• Coordinated Vulnerability Disclosure and Lessons Learned 
• Clinical Engineer/Patient Experience 
• Lessons Learned: How do HDO & HDM communicate in a re-

sponse 
• Cybersecurity Tabletop Exercise 

 

CPE’s may be available to attendees.  You must self-certify with an 

organization such as ICS2 or ISACA.  Seating capacity is limited; 
Registrants will be vetted and must be approved to attend. 

 

Join us in London for a 

Medical Device & Pharmaceutical 

Security Workshop 
 

May 2, 2018 

8:30 am - 4:30 pm 

Convened at 
Radisson Blu Edwardian 

140 Bath Rd, Harlington, Hayes UB3 5AW, UK 
 

Seating capacity is limited; Registrants will be vetted and must be approved to 
attend. 
 
Meals included 
CPE's may be available to attendees.  You must self-certify with an 
organization such as ICS2 or ISACA. 
 
Preceding the Global Cybsecurity in Healthcare & Pharma Summit and 
Blockchain Healthcare Summit on May 3-4th. 

 

 

 

Board Special Election Results Are In! 

Congratulations Brian Cincera and Wafaa Mamilli 

 

 

 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Brian and Wafaa will begin to serve their terms in February. 
 

Thank you to all the members who participated in this special election.  Your dedication 
and commitment to NH-ISAC is commendable! 

For more information and to keep up to date on our latest events visit https://nhisac.org/events 

Brian D. Cincera, Pfizer – Vice President 

Brian has global responsibility for Pfizer’s information security and technology risk management 

program.  In his role, Brian oversees strategy development, cybersecurity risk management,  

policy and governance, protection operations and workforce awareness.  He has also served on 

the NH-ISAC Board previously from 2013-2016.   

Brian’s motivation for serving the ISAC as a board member is that he is reminded every day in 

cybersecurity, that “we are better together.”  As a community, regardless of our particular       

organization’s role, our mission is to serve patients, to save lives and to improve the quality of 

life.  The demands on our people and the cyber threats to healthcare delivery are too vast to go  

it alone.  He believes in our ISAC because he believes we can deliver on our mission best when 

we work together.   

Wafaa Mamilli, Eli Lilly — VP- Chief Information Security Officer 

Wafaa leads the worldwide information security organization at Eli Lilly and Company.  Prior to 

her current position, she held several International leadership responsibilities across the Lilly 

value chain partnering with Drug Development, Manufacturing & Quality, Sales and  Marketing 

and Global Services to excel at supporting base operations while bringing innovative digital and 

analytics powered solutions to the business.   

"At NH-ISAC, we all share the passion for the patients we serve. In the fast evolving technological 

and threat landscape, we are stronger together. I am humbled and honored to join and partner with 
the outstanding NH-ISAC board members, build on progress to date and take together the NH-ISAC 
to new heights."  
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