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H-ISAC is excited to announce our first

ASIA-PACIFIC H-ISAC SUMMIT

31 March—2 April 2020 in Singapore
Call for Papers is open 20 November through 10 January
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31 March - 2 April 2020 - SINGAPORE

Seeking dynamic presenters for security topics.

Participate in the H-ISAC beneficial sharing community by attending sessions to learn
from and begin building your trusted network and also consider presenting a session.
This is your chance to show "how" your organizations are addressing challenges with
specific examples, implementation tips, best practices, and more. Start by simply
submitting a brief overview of your topic in the link below.
https://h-isac.org/summits/apac-summit-2020/

HEALTH-ISAC 2020 SPRING SUMMIT

H-ISAC 2020 SPRING SUMMIT

May 11-15, 2020 in Tampa, Florida

Call for papers Opens in December!
Stay tuned...

https://h-isac.org/events/#UpcomingSummits

H-ISAC PRODUCTS & SERVICES

H-ISAC would like to announce the upcoming launch of the Products and
Services (P&S) Roadmap. This roadmap represents the focus for H-ISAC
products and services over an 18 month period, beginning January 1, 2020.

The roadmap is designed to provide transparency into the efforts to add and
evolve member products and services based on the P&S survey our member
have completed. The roadmap defines the seven key security topics that are
within scope, as well as the efforts to continue to mature operational processes
as the organization grows.

Go to our Products and Services Roadmap page on the Member Portal to
see the infographic explaining the P&S Roadmap. Additionally, bookmark

the Roadmap Status page so you can check on our status at any point in time.
Thank you for all of your input.

Top 10
Health Related Cyber Events
for December:

Emotet Trojan Brings a Malware Scare
with Halloween Emails

First Cyber Attack 'Mass Exploiting'
BlueKeep RDP Flaw Spotted in the Wild

Targeted Ransomware Attacks Hit
Several Spanish Companies

New Megacortex Ransomware Changes
Windows Passwords, Threatens to
Publish Data

Rogue TrendMicro Employee Sold
Customer Data to Tech Support
Scammers

Apple fixes background app bug with iOS
and iPad0S 13.2.2

Google forges cloud, data deal with
major US health organization

Microsoft's November 2019 Patch
Tuesday arrives with a patch for an IE

zero-day

Google Chrome experiment crashes
browser tabs, impacts companies
worldwide

H-ISAC is pleased to publish a monthly
member newsletter. It is designed to bring
events and other important ISAC
information to your attention. If there is
something you would like to see included
please email: contact@h-isac.org
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Signing of MOU between International Cybersecurity Symposium
ITASAG (US) and ICT-ISAC (JAPAN)

On 11 November, ICT-ISAC of Japan and IT-ISAC signed a A photo from the International Cybersecurity Symposium in Tokyo last
memorandum of understanding (MOU) to share information. month. Pictured in order left to right: Drew Morin, T-Mobile and Comms
Pictured from the left are Melinda Pavek, Director Science, Innovation ISAC; Denise Anderson, H-ISAC and NCI Chair; Joe Viens, Charter
and Development Unit, Economic Section, US Embassy, Tokyo; Communications, Communications ISAC and NCI Secretary; Dr. Reiku
Scott Algiers, Executive Director IT-ISAC; Dr. Tadao Saito, President Kondo, Ministry of Internal Affairs and Communications; Koji Nakao, ICT
ICT-ISAC Japan; Ms. Yayoi Kimura, Parliamentary Vice Minister for ISAC Japan; and Scott Algeier, Executive Director, IT-ISAC. More
Internal Affairs and Communications MIC. Information is in the link below.

https://www3.nhk.or.jp/news/html/20191112/k10012173531000.htm, President ICT-ISAC Japan; |

MEDICAL DEVICE MANUFACTURING Cybersecurity Analytics Working Group
H-ISAC now hosts a Medical Device Manufacturing Their Face 2 Face meeting November 5th was hosted by
(MDM) Security Page on our website Booz Allen Hamilton in Washington D.C.

(https://h-isac.org/mdm-security/).

The MDM Security Page provides URLs for MDMs' product security
information. If your company is not listed and would like to be, please
send us an email at h-isac@h-isac.org.

CYBER FORUMS 2020 UK CYBER SUMMIT

Register now for the 2020 Cybersecurity Forum series H-ISAC members
receive 50% off any 2020 registration fee* through January 31, 2020.
The next Forum will be held in San Diego, CA on February 5, 2020.

H-ISAC enjoys when attendees and
members stop by our booth to say hello. §
Pictured here are fellow 4

panelists, of MSD Prague, after
Note: Members interested in presenting at an upcoming forum please discussing Healthcare Cybersecurity
contact Stephen R. McCollum, director of programming for the
Healthcare Innovation Cybersecurity Forums
at smccollum@endeavorb2b.com.

Basic Steps to Cybersecurity panel at
the UK Cyber Summit in London.

INTERESTED IN HOSTING AN H-ISAC WORKSHOP NEAR YOU?

H-ISAC would like to thank all of our workshop hosts for 2019. We have many great security workshops planned for 2020
and are looking for some spaces to host them. We do all the planning and are only in need of facilities to hold the
workshops. If your organization interested, please contact us at h-isac@h-isac.org.

Connect with H-ISAC Around the Globe!

Find a Security Workshop near you! L% j”*; Mark Your Calendars for Upcoming Summits
London—February 5: H-ISAC Security Workshop \J Spring Summit 2020—Tampa, FL—May 11-13
Florida—March 4: H-ISAC Analysts Security Workshop Fall Summit 2020—Phoenix, AZ—Nov 30-Dec 4
Singapore—March 31—April 2: APAC H-ISAC Summit Spring Summit 2021—Naples, FL—May 15-21

Fall Summit 2021—San Diego, CA—Nov 29-Dec 3

Georgia—April 14: H-IASC Security Workshop Spring Summit 2022—Orlando, FL—May 2-6

Massachusetts—April 7: H-ISAC Security Workshop
Florida—May 11-13: 2020 H-ISAC Spring Summit
Maryland—June 9: H-ISAC Security Workshop

Find these and other upcoming events on our Events page https://h-isac.org/events/
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