HEALTH - ISAC

H-ISAC Monthly Newsletter —TLP White April 2019
I I Top 10
H-ISAC Su mmlt SChOIarShlp Health Relat:g Cyber Events
for March:

H-ISAC is proud to offer new scholarships
to our Bi-Annual Summits

This is a great opportunity for those with 2 years of experience in Risk
Management, IT, or Security Operations in a healthcare organization to attend
one of our H-ISAC Summits for top rate networking and information sharing.
Applicants should be employed by a non-profit healthcare organization with an
annual revenue under $1B. The Spring Summit deadline was April first but
please refer someone for a scholarship to attend our Fall Summit in November.
Full criteria and applications are on the Summit section of our website.

https://h-isac.org/summit-scholarship/
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Only Six Weeks to the Spring Summit!
Spring “Whole in One Community” Summit is the week of May 13-16

Have you Registered?

Last date to save $295 through Early Bird registration Friday April 19.
https://h-isac.org/summits/2019-spring-summit/

Do you have your room reserved?

Please call the Sawgrass Marriott Golf Resort & Spa at (904) 285-7777 or go to
https://book.passkey.com/go/hisacspringsummit2019

If you call, please be sure to reference H-ISAC Spring Summit.

View the Agendal!l

https://h-isac.org/spring19/agenda/

Mon. May 13 - Working Groups, New Member & 1st Time Attendee Reception.

Tues. May 14 - Golf, H-ISAC Radio, Member Services & Strategy Overview, Member
Meeting, Grand Rounds, Member Round Tables, Welcome Reception.

Wed. May 15 - Keynote Karen Elazari, Spouse / Partner event—Red Train Tour of
historic St. Augustine, Breakout sessions, Motorsport & Axe Throwing event.

Thu. May 16 - Great sessions including the Medical Device Track, and CISO Panel,
closing with the Food Truck Open - fine local food truck cuisine and games.
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Dozens of companies leaked sensitive
data thanks to misconfigured Box
accounts

Citrix discloses security breach of
internal network

Insider Wrongdoing Causes Breach of
16,000 Kentucky Counseling Patients

Conn Health Center hit with $5M suite
over breach

Ohio dental insurance carrier disclosed
breach involving some members’
information

FEMA Exposed 2.3 Million Disaster
Victims' Private Data

277,000 Patients Impacted in Medical
Device Vendor Breach

NJ Based Home Health Radiology
Services Leaked Nearly 40k Case Files

A huge trove of medical records and
prescriptions found exposed

Vendor Compromises Data of 808,000
Singapore Blood Donors

H-ISAC is pleased to publish a monthly member
newsletter. It is designed to bring events and
other important ISAC information to your
attention. If there is something you would like to

see included please email: contact@h-isac.org
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H-ISAC WORKING GROUP
SPOTLIGHT Call for Speakers

\ Third Party Risk H-ISAC
Governance (TPRG) Healthcare Cybersecurity Workshop

BCBS of WNY June 19 & 19 2019
Interested speakers
please notify contact@h-isac.org

The TPRG working group aims to evolve the group’s
collective capabilities and to implement a
best-in-class third party risk management program.
The group meets virtually every other Tuesday at
1:00 PM ET.

Focus points include:

= Share best practices to mitigate risks posed by
third parties.
Improve efficiency and effectiveness of third
party risk management operating components.
Enhance greater understanding of a third
party’s information security program

maturity through shared experiences. Bring your spouse / partner to the summit and be sure to sign

Explore opportunities of sharing risk tactics or risk up for this historic tour of St. Augustine with Red Train Tours
areas to build a collective risk/threat landscape when you register for the Summit.

Spring H-ISAC Summit Global Privacy
In person Working groups

meet on Monday, May 13" Discussion on

H-ISAC Radio

s on April 15

Members are invited to attend (more may be added):

2:00 - SOFTWARE SECURITY

2:00 - EDUCATION & AWARENESS COMMITTEE

3:05 - CLOUD SECURITY; TPRG; MDSISC

4:10 - CYBERSECURITY ANALYTICS DEVELOPMENT;
INCIDENT RESPONSE
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Upcoming Events:

Connect with H-ISAC H-ISAC
Around the Globe! Medical Device Security Workshop
May 1, 2019

Hosted by University of Vermont and

Munich, Germany—April 15-15 H-ISAC / IBM Internet of TSP (Technical Services Partnership)

Medical Things Executive Symposium

Singapore—April 24-26 Booz Allen Hamilton / H-ISAC
Peer Sharing ICS Workshop

Alabama, U.S.A. —April 26 H-ISAC Healthcare Security
Workshop

Topics presented by leaders in the
Healthcare industry:

University of Vermont
State of Vermont
Beckman Coulter
NCCoE Healthcare
ZOLL

Health-ISAC and more...

United Kingdom—July 10 Healthcare Cybersecurity
Workshop

United Kingdom—July 11 Presenting and Exhibiting at
CybSec and Blockchain Health
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Find more information and registration on our Events page https://h-isac.org/events/
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