DARE TO SHARE

NH-ISAC
2018 Spring Summit

NH-ISAC’s Spring Summit Logistics!

1. EARLY BIRD REGISTRATION has been extended through APRIL 13th!
Save $295 by registering before this discount ends. During registration, be sure to select
the special events on Wednesday and Thursday evenings that you plan to attend.

REGISTER for SUMMIT at https://nhisac.org/summits/2018-spring-summit/siege-the-day-registration/

2. HOTEL ROOM cut-off date is APRIL 23 for the NH-ISAC group rate of $199 Single/
Double Occupancy plus taxes/fees. Room availability is not guaranteed after this date.
The Sawgrass Marriott Golf Resort & Spa is located approximately 37 miles from the

Jacksonville International Airport. RESERVE YOUR ROOM at https:/book.passkey.com/
qt/214873471?  gtid=ae03f925ef412fed26157f6ca562c25

3. FINAL PRESENTATIONS are due April 13th.

4. AGENDA (View Full agenda at https://nhisac.org/spring18/agenda/)

Monday: Potential Golf Event (email webmaster@nhisac.orq if interested), Working
Group Meetings (check with your group’s NH-ISAC liaison for times), Pre-Summit
Reception, Dine Arounds and Hospitality Suite.

Tuesday: New Member / First time Member Attendee Breakfast at 8am. Come meet
members of the board, NH-ISAC Staff and each other in a small setting before the big
conference kick off. (Please be sure to sure to select this option when registering)

Wednesday: Full Day, ending with networking event below:

TAIL GATER DINNER & NETWORKING EVENT For those who did not get a chance
to ride the mechanical bull at the Fall Summit, this is your chance to ride... a
mechanical alligator! Interact with fellow attendees with mini golf, giant beer pong and
your chance to win back the title in cornhole.

Thursday: Full Day ending at 4pm with Finale event below:

SUMMIT FINALE - PUB CRAWL & SCAVENGER HUNT - Wear comfy shoes as you
scavenge, imbibe and explore Historic Downtown St. Augustine for clues. End your
adventure with grub, prizes and fun with your fellow land lubbers.

Visit NH-ISAC’s Booth at the Spring Summit

Stop by and learn more about CYBERFIT this May. View live demos on
updated and new services including ldentity and Access Management
Services. View updated services https://nhisac.org/cyberfit/

April, 2018

Top 10 Health Related

Cyber Events for
April:

Memorial Hospital at Gulfport
Discloses Email Gaffe

Tufts Health Plan notifies 70,320
Members After Vendor Error
Exposes Information in Envelope
Window

Millions of Office 365 Accounts Hit
with Password Stealers

Researchers Explore Real-world
Deployment of Connected
Medical Devices

Insider Threat Seriously
Undermining Healthcare

Cybersecurity

One in Five Healthcare Employees
Willing to Sell Patient Data, Study
Finds

134K Possibly Affected in St.
Peter’s Server Data Breach [ New
York

OIG: HHS Improves Security, Yet
Flaws Remain

The Case for Integrating Physical

NH-ISAC is pleased to publish a monthly member
newsletter. It is designed to bring events and other
important ISAC information to your attention. If
there is something you would like to see

included please email: contact@nhisac.org
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Blended Threats Webinar Series 2018

NH-ISAC will sponsor 4 Blended Threat webinars in 2018. A
Blended Threat is a natural, accidental, or purposeful physical or
cyber danger that has or indicates the potential to have crossover
impacts and harm life,

information, operations, the environment, and/or property.

The first webinar will be held on Monday, 30 April 2018, from 1 pm

to 2 pm EST. This webinar will explore the Vulnerability of Industrial
Control Systems (ICS) and will focus on Blended Threats to opera-
tional technology of healthcare manufacturer’s ICS networks.

Panelists will include:

Kunal Agarwal, General Manager of Symantec’s Internet of Things
Robert Albach, Senior Product Manager of Cisco’s Security
Business Unit

Jonathan Homer, Chief of the Industrial Control Systems Group of
DHS’ Hunt and Incident Response Team (HIRT)

Future Webinar Schedule:
Vulnerability of Industrial Control Systems (ICS) - April 30, 2018

Medical Device Security Workshop
hosted by Phillips.

On March 20 and 21, medical device security stakeholders
gathered at the Philips Andover, MA campus to participate in
a Medical Device Security Workshop.

Developed for medical device security professionals of
varying expertise levels, this two-day workshop was
designed to bring together diverse stakeholders from the
public and private sector to discuss the current state of
medical device cybersecurity.

The workshop included keynote speeches by Dr. Suzanne
Schwartz, FDA, and Dr. Julian Goldman, Partners
Healthcare. Mr. Michael McNeil, Philips, provided welcoming
remarks.

The workshop also included a two-hour medical device
tabletop exercise, where the primary objective was the
coordination of response and communication for an ongoing
product security investigation. Thank you to our presenters,
panelists, sponsors and participants for a great event.

Attending the RSA Conference in San Francisco?
Join NH-ISAC for a member get together.

Wednesday, April 18th 3:00-5:00 pm

Interested in NH-ISAC? Here’s your chance to meet
staff and other members, ask questions, get a better
understanding of NH-ISAC and why we Dare to Share.

RSVP for more information https://nhisac.org/events/
nhisac-events/nh-isac-member-meet-up-at-rsa-
conference?2/

Mark Your Calendars For these Upcoming NH-ISAC Workshops:

Join us in London for a Medical Device and
Pharmaceutical Security Workshop

May 2, 2018 8:30 am—4:30 pm

1 day prior to Global Cyber Security in Healthcare
& Pharma Summit

Convened at
Radisson Blu Edwardian, Heathrow London

Join us for a chance to collaborate with other healthcare
providers, medical device manufacturers and biotech/
pharma stakeholders in an interactive forum.

For more information and to Register visit: https://nhisac.org/
events/nhisac-events/security-workshops-london/

CPE's may be available to attendees. You must self-certify with
an organization such as ICS2 or ISACA.

Join us in Dublin for a
Biotech / Pharma Security Workshop
June 21,2018 8:30 am—4:30 pm

Convened at
ICON PLC, Dublin Ireland

Join this interactive forum to discuss the Current

Pharmaceutical Threat Landscape, Cloud Security and

Compliance, General Data Protection Regulation and
Distributed Trust Models — The Blockchain in Security.

For more information and to Register visit: https://nhisac.org/
events/nhisac-events/medical-device-and-pharmaceutical-

security-workshop-dublin/

CPE's may be available to attendees. You must self-certify with an
organization such as ICS2 or ISACA.

For more information and to keep up to date on our latest events visit https://nhisac.org/events
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