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Get Ready to Connect!

It's almost time to gather in Athens, Greece and
reunite with colleagues and create new
partnerships.
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Here are some things to do before you arrive. On
October 7th, download the summit app and start
selecting sessions you would like to attend;
message colleagues you would like to connect
with, and more.

If you have been waiting for the last minute here are the links you will need.

REGISTRATION ACCOMMODATIONS AGENDA

FALL AMERICAS SUMMIT

Early Bird rate ends Nov 1st so

M‘ THR@AT CATCHGK give yourself a treat and

Catching & sharing for the good of all. | register by October 31st!

1 | 2024 Health-ISAC Early Bird Registration :
Ty e O i< October 31st Pre-Summit workshops - 2 of 3
| December 2-6,2024 workshops are sold out

Phoenix, AZ .
already. Don't miss out.
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Keynote Carey Lorenz

As the first female F-14 Tomcat Fighter Pilot in the U.S. Navy, Lohrenz
is used to working in fast moving, dynamic environments, where
inconsistent execution can generate catastrophic results. Her mastery
of the fundamentals of winning under pressure, reducing errors and
overcoming obstacles can help your team triumph in this high-risk, timecrunched
world. Hear more in the Summit teaser video.

2025 APAC SUMMIT

October 2024

Top Health Related
Cyber and Physical
Events for October

Two Indicted in US for Running_Dark
Web Marketplaces Offering Stolen
Information

DDoS Attacks Double With
Governments Most Targeted

Hacktivist Group Exploit WinRAR
Vulnerability to Encrypt Windows &
Linux

Sweden Warns of Heightened Risk of
Russian Sabotage

Al Firm’s Misconfigured Server
Exposed 5.3 TB of Mental Health
Records

Almost 2.9 Million Individuals
Affected by Acadian Ambulance
Cyberattack_

United States: Confirmed First
Human Case Of Bird Flu With No
Known Animal Trace

Australia: Body Cameras, CCTV Part
Of New Safety Strategy At
Queensland Hospitals

Bangladesh: Protests Disrupt
Production, Crisis Feared

Czechia: Medical Unions Call On
Doctors To Reject Overtime Work In
Pay Dispute

Health-ISAC is pleased to

publish a monthly newsletter
designed to bring events and
other important ISAC news to
your attention. If there is
something you would like to
see included, please email:
contact@h-isac.org
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2025 Health-ISAC APAC Summit
March 18-20, 2025 | Kuala Lumpur, Malaysia

RISING 455

ABOVE
THREATS

Submit a topic to be reviewed by the
Member-led Content Committee.
Selected papers garner FREE registration.
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THREAT OPERATIONS CENTER SPOTLIGHT - BEAKING THE BARRIERS

New Cross-Sector Group Hopes to Break the Barriers in Information Sharing
. O » Health-ISAC led the charge to create a cross-sector working group to address common barriers experienced

= « ininformation sharing. The ISAC held a workshop in Washington, DC, on June 18 to discuss strategies to
Q ~ Q address real and perceived challenges that often lead legal counsel to advise companies not to share

information about an incident or other cybersecurity issues.
The Breaking the Barriers initiative hopes to bring this discussion to C-suites across all critical infrastructure
organizations for awareness of the benefits of information sharing and to change the decision to share from a purely
legal perspective to one that encompasses business risks. Interested email contact@h-isac.org

Deliverables to Come:
¢ Sector agnostic information sharing model contract language,
¢ Information sharing guidance for all organizations, and
¢ Primer outlining existing information-sharing laws and legal protections.

Threat .

Operations
Center

Members Only

Spotlight Webinar

Please welcome Armis, the newest
Unmasking Community Services provider!

Impersonation Domains:

A Hands-On Workshop Armis specializes in protecting organizations from cyber

attacks through unified asset intelligence platforms and
protects all managed and unmanaged loT devices, with a
particular focus on Medical lot (MloT) devices.

Building upon the insights shared at the Health-ISAC

Spring Summit, this interactive webinar provides a
practical, hands-on workshop on identifying and Members can receive a 10% discount on the ArmisCentrix™

common tactic used by attackers for phishing and manages an organization’s cyber risk exposure in real time.

other malicious activities, pose a significant threat Learn more in the Member Portal or go to
to organizations. Learn more. https://h-isac.org/community-services-2/.

APT Insider Threats: DPRK's IT Workers Healthcare Cybersecurity Workshop &
An Ambassador webinar with Google Cloud Exercise Thousand Oaks, CA - hosted
at Amgen
Pharmaceutical Security Workshop & Exercise HealthcarBea%g?orfee 7#;2_%8;’;:20’)
Cambridge, MA - hosted at Alnylam at ICON
Healthcare Cybersecurity Workshop &
The State of Medical Device Security 2024 Exercise Vancouver, B.C., Canada
A Navigator webinar with Cybellum - hosted at Canada Health Infoway
U 00001
Identifying and Managing the Legal Pitfalls Monthly Member Webinars
Associated with Data Breach Response I :
Ambassador webinar with Booz Allen Trailblazer Special Interest Group (T-SIG)
for SMB Members
Cyber Secure Hospitals - Why it's hard? Member Threat Briefings

What's expected? How do we get there?
HealthNavigator webinar by MedSec Engaging Talks & Contributions
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